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Abstract:
Cyber Security standards are the set of ryles (i
cecurity which has to be prov ata

}"raudulent cases, €.8.

. ided. to their cust(mr:eorgam?ati“” hflx to C(.wmply. with in order to gain
while accepting or doin ers and financial institute itself to protect from
hat the organi;ation is supposed to obey in °rd§r(:nhne- payment. The standards consist of basic rules
andards- Various Financial Institutions/Banks ho MRiStRin compliance with any of the cybersecurity
(0 bring special capabilities and extension of s ave several different standards that they can opt for

ountries are to protect themsely Security. The cyber security standards used in many of
" in diff Fi B ?nd their customers from hackers/fraudsters. The standards used
are d}ffelr)ept ‘t:, E;:l:m tl_nanClal Institutions/Banks. In India there aré different éanking Secto\rs I~ike
public, Prive™® FRIRERGRES The research paper is focussed also on these three sectors wherein
all these sectors a;{e ;nonltored by Reserve Bank of India(RBI). There is no central foolproof solution
proylded by the RBL All thre:,e sectors of Banking are utilizing different standards or mix standards
which are namely International Organization for Standardization (ISO) National Institute of
standards and Tec!‘mology (NIST), Payment Card Industry Data Security Ste;ndard (PCI DSS) which
specifies th'e.secum)’ StaT\dfleS for handling credit card information, Health Insurance Portability and
Accountability '(HIPAA) is used for formation of national standards to protect patient health
information. British Standards etc.The Research paper titled «Evolution of Cybersecurity Standards
in Financial Sgctors” throws a light on how the evolution in rules and regulations has happened in
India and what is the current scenario of protection against cyber security.
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L. INTRODUCTION
Cyber Frauds is the main challenging topic to the entire Financial Institutions/Banks which is

cult to control, because the fraudsters are using different new techniques to do
the fraud. Many of the Financial [nstitutions/Banks are Investing more money to protect them. The
three sectors of Banking like Public, Private, Co-operative are utilizing different standards or mix
standards which are namely [nternational Organization for Standardization (ISO), National Institute
of Standards and Technology (NIST), Payment Card Industry Data Security $tandard (PC1 DSS),
Health Insurance Portability and Accountability (HIPAA), Reserve Bank of India Framework, Center

for Internet Security (CIS)s COBIT (Control Objectives for Information and Relate.d Technology),
British Standards etc .In India the CERT-In is the national nodal age:_cy for respongl:\qjg to2computer
security inci they occur as specified in IT Act notifications on 167 Jan 014. The

writy incidents a8 and when Fiey in Financial Sectors” studies how the

. itled “ j Cybersecurity Standards
el e 24 and hackers mindset has evolved and what is the current

changes in the rules, uidelines, technologies ( ‘ . . " .
scenario. The loss in %ybe, cases is more that is why this research is more significant which might give
asolution to the problem of Financial Institutions/Banks and to their customers.

increasing fast and diffi

L. OBJECTIVE OF THE STUDY
1. To study various Cyber Security Stanc'iards. :
2.To study the Evolution of Cybersecurity Standards.

1l RESEARCH METHODOLOGY ADOPTED
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IV DATA ANALYSIS AND INTERPRETATION
Ihe entire study ¢ on se

> review, 50 evolution s 4 UA g
ndary data and is based on literature reviev q a'“ﬂtlye
CONAYE A ata ¢
tVpe of rese

arch rather than quantitative

Wi EVOLUTY

I'he cyberse

ON OF CYBERSECURITY STANDARDS at organizations can use tg jn
curity standard s a set of guidclincs’hcst practlccsdth:(: ;:T[; them identify anq imple,,,m
their Cybersecurity ‘Organizations can use cybersecurity s(anda‘f [: r threats. A cyber Security Slandarg
PPropriate measures 1o protect their systems and datg fl‘}"" oY ; 1, system, process. or technojog., * -
defines both functiona] and assurance requirements within a pro Ui:{e‘ni‘y among product deve 'OQ
environment. Wcll-dcvc'OpCd cyber security standards enfible cons ‘[ he principal Objective

and serve g reliable metric for purchasing security pr‘OdUC > itigating o ber-attacks_ yp:

Cy hcrsccuril_\ standards is to redyce the risks, including preventing or m:,jldgelinegs yrisk = > Which
includes tools. policies. security concepts, security safeguardS: gThe cybe;security m::fzt"km
approaches, actions, training, best practices, assurance anfi technologles‘ v necessary fo s Size

'S expected to grov 10 $345.4 billion by 2026 according to Statista. tit is facilitatip they
Importance of Cyber Security standards too to know how and to what' exten ppenindl ti

Customers anq Financia] Institutes/Banks to protect them from financial loss appening in the ¢

digital worlq Cybersecurity Standards have existed over several decades and it emerged from Work at
the Stanforg Consortium

for Research on Information Security and Policy in tht:j 19905.:‘he earch
has focused on which are the different cyber security standards and how an on what bagjg

Prove

standards to protect agai

The first cybersecurity standards emerged ip the 1980s with the development of the Trusted

System Evaluation Criteria (TCSEC), also hamed as Orange Book. The TCSEC i
criteria for evaluating the security of ¢

Omputer systems and became the basis for
as the Common Criteria,

In the 1990s, the Internationa] Orga

nization for Standardization (ISO) developed
Standard, which provided guidelines for information securj
revised and €Xpanded into the ISO/IEC 2

» Which remains one
recognized cybersecurity standards today.
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Lations to manage their ¢
aniZalions ge their cybe
forr:"""\ﬂ qrity Standards or Mixed \:;;iicm;"\ risks effectively. the financial Institutes use 0n€ of the
wbe : ards to
' ;‘hr come 01 the cyber security qﬂ""“”’"’rame“pn:ed their organisation and customers
Orks are

NIST O persecurity Framework (2013 by 1191 Thee -

| pstitute of Standards and 1 cchnnlog]\ (}Ellﬁ) This is a framework developed by the National

an\1 sl.mdmd\ for lmpro\‘ing Cy hcrse;‘ur’it\‘ FLthat prmideﬁ a set of glndelmeﬁ. hest practl(:eﬁ.

1 DSS (2004): The Pay t Cae Y Tisk management

P ty standards that a .\"|1?m i "ndu‘“r}' Data Security Standard (PCI DSS) is a set of

SCL}:,'\I A l‘hc Hcélth Incl‘:rl;r': m;’l‘gam',?lmm that handle credit card information.

i . the security .t ortability and Accountability Act (HIPAA) is a set of regulations

that gover” (_L Lu]”) and privacy of patient health information

(?I)PRWLI\;W:;“:C‘L; D(i:tvaeProtdectlon Regl‘ﬂation (GDPR) is a regﬁlation implemented by

Eurﬂ/{’: - Health lnsurganc n;)s ata. Pmte‘:t'o" and privacy for individuals within the EU.

HIPAA - ..o . ortability and Accountability Act dictates how patient data and

protcctcd health information.

RBI (Reserve Bank of India) Framework (2011) formed Under the Chairmanship of Sh G.

Gopalakrishna committee in 2011. (In India)

COBIT (C‘ontrol ObJeCtiVeS_ for Information and Related Technologies)(

( Information Systems Al'ldlt and Control Association-a nonprofit organization)

g. Center for lntc'ar‘net Security (CIS) Framework (2008), a nonprofit organization W
(ritical Securities.

9. BSI (British Stan(.iards Institution) (1986 in UK) Standards, a standard on I'T and Cyber Security.

a) NIST Cybersecu rity Framework : is a set of guidelines for mitigating organizational cybersecurity

ch is published by the US National Institute of Standards and Technology (NIST).

framework adoption study report says that 70% of the organizations assumes that

ty Framework as the most popular best practice for Information Technology-

the NIST C ybersecuri

Functions and categories of cybersecurity activities of NIST :

The NIST Cybersecurity Framework organizes its core part into five functions which are subdivided
ber of subcategories of cybers

into 23 categories. For each category, it defines a num ecurity outcomes
and security controls, with 108 total subcategories. The main five functions are as below

L ]

the

1996), created by ISACA

hich controls 20

risks, whi
In 2016 US security

FRAMEWORK

o

ybcrframework/online-leamin
nizational understanding o m

)
™m
v
2

%

g/five-functions

source: https://www.nist.gov/c o
anage cybersecurity risk (0 systems,

1. Identify :"Develop the orga
assets, data, and ca abilities." _ '
2. Protect : "Developpand implement the appropriate safeguards to ensure delivery of critical

infrastructure services.” . .
propriate activities to identify the occurrence ofa

3. Detect : "Develop and implement the ap
cybersecurity event.”

L
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4. Respond : “Develop and implement the appropriate activities to take action regarding adw
cybersecurity incident ’ s
S. Recover : “Develop and implement the appropriate activities to maintain plans for.resiliem
lo restore any capabilities or services that were impaired due to a cybersecurity inFldent_” :
For each subcategory. it provides "Informative Resources” referencing specific sections of a yag; |
ol other information security standards, which consists of 1SO 27001, COBIT, NIST Sp 800- i
ANSIISA-62443, and the Council on CyberSecurity Critical Security Controls (CCS CSC, pey %
managed by the Center for Internet Security). The cost and complexity of the framework has re; i
in bills from both houses of Congress that direct NIST to create Cybersecurity Framework guides at
are more accessible to small and medium businesses. ' y 3 e
But its requires significant investment for this. Cross-border, cyber-exfiltration operatpm by law
enforcement agencies to counter international criminal activities on the dark web raise cor
Jurisdictional questions that remain, to some extent, unanswered. The Tensior.ls betwe'en domuﬁe
enforcement efforts to conduct cross-border cyber-exfiltration operations and international jurisdic
are likely to continue to provide improved cybersecurity norms.
b) PCIDSS Cybersecurity Framework : i
The Payment Card Industry Data Security Standard (PCI DSS) is a widely accepted 3":‘ of policies and
procedures intended to optimize the security of credit, debit and cash card transactions and proteg;
cardholders against misuse of their personal information. PCI DSS standard was .released. in
2001 with Version 1.0. It came in 2004 by Visa, MasterCard, Discover Financial Senncel, CB
International and American Express. And with regular updates PCI DSS 4.0 was released in
of 2022.
¢) HIPAA Cybersecurity Framework:
I'he Health Insurance Portability and Accountability Act (HIPAA) dictates how patient data and
protected health information (PHI) is protected and to ensure health information is kept secure and
patients are notified of breaches of their health data. It was formed in 1996.
d) GDPR Cybersecurity Framework :
The main objectives of General Data Protection Regulation (GDPR) are
I lays down rules relating to the protection of natural persons with regard to the
personal data and rules for free movement of personal data. :

2. Protection of fundamental rights and freedoms of natural persons and right ‘
personal data.

¢) ISO/IEC 27001 Cybersecurity Framework :
This Standard includes requirements for developing an inforn
(ISMS), implementing security controls, as well as condi
framework is designed to help organizations manage heir
effectively. E
f) RBI (Reserve Bank of India) Framework : e
Under the Chairmanship of Shri G. Gopalakrishna, Exec
provided guidelines (2011) on Information Security,
Banking and Cyber Frauds. Information Technology in
namely Information Security, IT Governance, IT Ope
Outsourcing, Business Continuity Planning, Legal as
per RBI, the Banks were expected to implement g
quarterly discussions with banks were planed to g
refinements has been done in RBI Framework ir
implementation cannot be static and banks need tc
procedures and technologies based on new deve
g) COBIT (Control Objectives for Inform
organisations meet business challenges in re;
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oy with organisational g ¢

OB

alCo. o ‘
stréd yies), was created b ren (Conty
“Chnom:ﬁl nization). The | Y SACA nform |”| Objectives for Information and Related
| aa ¢ . > late . a .
u‘“'"“m 0": Internet S e SEversion of COBIY “)‘” Systems Audit and Control Association-a
[ . for Internet Security (1 2019 w. g
(.‘-nl(l curity (CI8 0] ) was published in 2018

F Famewqpk -

) ocurities. (CIS was for ) "
r*,-illfi" ‘\“l”:\l ()( M A ils l(m"c”) '\H(mn as the § * & nonprofit organization which controls 20
aftacks. On May 20> Toy ¢ ¢S N T - )
o "m“m{‘]!:'klu Standards |x‘ h(f);'\ CIS has launche ?N\ 20). The CIS focus was to stop the most
. T LLALLIES AL « sins i . g anew ve o
) BS! (Bt bs BST Bt ution) Standarqy, , . rsion 8.
pe SOM¢ of the BT Standards op and Cyj > standard on IT and Cyber Security
y Yber : ’

Security are

'fmation management system,

and operation of intrusion detection systems,
ement systems requirements,

1S 10012:2009, Specification for

BS [SO/IEC 18043:2006, Selectio

BS 1SO 22301:2012, Business ¢q,
5 ISO/IEC 2014, Inf L Teagement systems guidance,

g: :SO/”‘:C 27001:2013, lnfg:::::g: :zCUr!ty Management sys%ems — Overview and vocabulary,

BS ISO/IEC 27002:2013, Code of PracticC:,rvgy Management systems — Requirements,

2C ; S r information i I
§ ISO/IEC 27037:2012, Guide| o S security controls _
Ei ital evidence nes for identification, collection, acquisition, and preservation of

8000:2007, ificati ,

gz IISS%/zlEC 27033-§Ee(;:1lf3‘lca[t:](;2nfgr securily management systems for the supply chain

pi ot ’ ation technology. Security techniques. Network security.
Securing coMmMuNICations across networks using Virtual Private Networks (VPNs)

BS ISO/IEC 27033-4:2014, Informatio st :
. . T n technology. Security techniques. Network security.
Securing communications between networks using security gatewa
- : ys

BS ISO/IEC 27033-3:2010, Network security - Part 3: Reference networking scenarios. Threats,
design techniques and control issues.
It seems that the BSI has a comprehensive solution to handle cyber threats.
India has implemented several cybersecurity standards and regulations to protect against cyber threats.
gome of them are the Information Technology Act, 2000 which is a comprehensive law that governs
electronic transactions and cybersecurity in India. It provides legal recognition to electronic documents
and digital signatures and includes provisions for cybersecurity, with punishment for cybercrime. The
CERT-In (Indian Computer Emergency Response Team) is a government agency responsible for
responding to cybersecurity incidents and promoting cybersecurity awareness in India. The guidelines
and best practices for organizations have been given to protect their information systems from cyl?er
threats. The third one ISO/IEC 27001: which is an international standard for information security
idely used in India. It provides a systematic approach to managing
sensitive information and protecting against cyber threats. The PCI DSS whicb is a set of security
standards for credit card information. It is ma.ndateg by the Reserve Bank of qu|a (RBI) ar}d epforcfed
by payment card networks in India.Along with this Indian government has given the Guidelines for

securing IT systems.

A personal inf
n, deploymen,
u!nuily Manag
inuity manae

S ® ® ° e 8 -
-

management systems which is w

VI. FINDINGS ' . 4 :

It has been observed that worldwide many of the Cybersecurity standardé ha(;/cl: l:ieent usle)d tl;k;;lll:itT)-

i i SS: The Payment Card Industry Da /
titute of Standards and Technology PCID ent .

rs\ltztr:g:?é Ir;’SCIIUSSS _set of security standards that apply to_qrgamzatlons that }}aﬁndle.: credit c;}r]d

inf " Also the HIPAA-The Health Insurance Portability and Accountability is used. The

R e tn hich is a regulation implemented by the European

GDPR: The General Data Protection Regulation & individuals within the European Union. The

! . i for
Rl that gt -~ protectl(;f(l) lat;])d "let?gleglys focus was to stop the most common attacks.BSI

COBIT get utilized by 7.3% (in ve to handle the cyber threats. In India
P e mprehensive to handle the cy
(British Standards Institution) seems to be ln:}(:;e CC;beIr) . Tndia is using or gefting help from the

the RBI Framework is doing well to contro
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IT Act 100 for the protection against Cyber threat. The planning é N Ing
seems to be satisfactory

VI, CONCLUSION

: , : Cybersecurity standards haye been
It has been seen n this study that worldwide many of the Cybersecurity

' like
NIST, pC) DSS. HIPAA. GDPR, RBI Framework, (‘l'%' (,.O””' ”.S-: ll::ls::r::] ::;"r)i:l;;'tui:)':n Of s
has happened as per the necessity. whose ultimate aim is to protec (l’f ber Frauds, Mg » Secyy
transactions/ credit cards, T security, and protecting 38‘”'""[‘] ty e of standards o the
nrganizalion's/l’inancial Institutions/Banks are using these ()r.',n”-“( dﬁz hence their cu; . i
stringent utiIization/cmnpliance of these will secure .thc Organ‘lSﬂ“‘(;'f" the IT Act 2000 jg addit'm‘oo
and wil| protect them from financial loss. To ruin the ffﬂu’qstcrs‘l" I'; 'd[hc national nodal -
1¢lping along with compliance of RBI Framework. The Cert-‘h")f nction of Cert-Ip iscolleq" ’
responding to computer security incidents as and when they occur.T cru 4, to alert Cybeg fon,
analysis and dissemination of information on cyber incidents and to Ore-'céiri{T-in ma ybe
incidents happening and to handle the same. But due to the recent news23 4” ol yand mpt
rom giving information under RTI Act" in The Hindu fit M.arch 31,2023, a psu esf th t:g‘mm
of CERT-Ip may get stuck and again Cyber frauds might increase. Here we 2g a |
CERT-Inh

aveto do frequent amendments in their guidelines, implementations due to e Ofeme'gi"
technologijes by fraudsters,
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